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Before you propose any customer to Close 
Brothers Motor Finance, you’re required to 
have gathered satisfactory proof of identity 
for the customer to ensure the person taking 
out the finance application is who they say 
they are.

In addition, if a customer fails our eClick identity verification 
process, you’re required to send us a copy of the proof of identity 
for the customer. If proposals are sent to us using a manual 
proposal form, or not through eClick, the proof of identity must  
also be sent to us. 

Many customers, when asked to verify their identity, will now use 
digital documentation to confirm their name, address and bank 
details. Whilst Close Brothers Motor Finance now accept some 
digital documents to verify a customer’s ID, there is an increased 
risk of you receiving a fraudulent or altered document.

This guide will assist with identifying some of the tell-tale signs of  
a fraudulent document, some of the techniques can also be applied 
to standard documentation, but new methods have been identified 
to help you spot fraud more effectively in the digital environment. 

How can I identify fraud 
in digital documents?
Identifying and preventing 
fraud in digital documents
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Many techniques that are used to determine the authenticity of 
hard copy documents do not apply when determining whether  
a digital document is fraudulent or genuine.

However, some of these ‘traditional’ techniques can still play a role, especially when evaluating 
the content of the document.

How can I use traditional techniques 
to verify digital documents?
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Has an out-of-date or unusual or unprofessional 
looking logo been used?
It might be worth doing a quick check of the company’s website to ensure the 
most up-to-date and correct logo appears’

Are there errors in spelling?
Professionally designed and printed documents rarely contain spelling  
or punctuation errors.

Is there anything unusual about the font(s) contained 
in the page? Is it inconsistent in size or colour, or not 
the font usually associated with a particular brand?
Authentic documents will adhere to strict style and brand guidelines and will 
remain consistent in appearance, colour palette, font and style.
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Are the calculations in the document accurate?

Example:

Following the deposits and withdrawals, the new balance should be  
calculated as £457.18. The font used to show the value of the “New Balance”  
is inconsistent with the other fonts in the example.

Check the International Bank Account Number (IBAN)
The last eight digits of the IBAN should match the eight digits of the bank 
account number.

Is there unusual activity showing on the document?
Examples that could indicate forgery include:

• Large deposits or withdrawals on a bank statement

• Salary credits being paid in on non-working days such as bank holidays  
or weekends on a bank statement

• An unusually low employee number on a wage slip supplied by a large 
organisation (such as the NHS or Lloyds Banking Group). A single digit 
number for an employee is unlikely in an organisation that employs  
hundreds or thousands of people.

Period 12 Mar 2019 to 12 Apr 2019

Previous Balance £453.47

Paid Out £3,853.98

Paid In £3,857.59

New Balance £3,033.25
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Does the name, address and postcode exactly match 
those on the application?
These details may not be an exact match on a fraudulent or altered document. 
You should also check that they are not printed in a different font type or 
misaligned, which may indicate the document has been altered to ensure the 
details correspond with the application.

Is there active financial data that supports the 
authenticity of the document?
If the individual has supplied you with other documentation such as a credit 
card statement, council tax bill or payslip, do the deductions or deposits on the 
statement reflect those values on the supporting documentation?

Is the Royal Mail 4-State Customer Code (RM4SCC) 
used by the Royal Mail correct?

Example:

Above is an example of an RM4SCC. This code should reflect the postcode 
listed on the document provided by the individual.

A manual checking tool is available from an open source webpage: 
https://en.wikipedia.org/wiki/RM4SCC

The webpage provides an explanation of the RM4SCC as well as a table 
showing the symbols used to generate the barcodes which should reflect the 
postcode on the document.
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If a passport is supplied, have you checked the 
machine-readable zone?

Example:

Above is an example of a machine-readable zone on a passport.

Details of the method of checking are widely available online. The machine-
readable zone includes information related to the passport number, nationality, 
sex of the individual listed in the identity document, expiration date, and date of 
birth and should be compared to ensure they match the document provided.

Have a look at the following website for how to check a UK passport is genuine: 
https://www.gov.uk/government/publications/basic-passport-checks

Have you taken advantage of online resources  
to help compare identity documents with genuine 
certified examples?
For sample images of genuine travel and identity documents or those belonging 
to other nationalities, you can refer to http://www.edisontd.net/ which is a free 
site hosted by the National Police of the Netherlands.

Have you familiarised yourself with the online 
resources used by individuals to produce fraudulent 
proof-of-address documents?
Websites such as www.replaceyourdocs.com and www.banknovelties.net 
provide ‘novelty’ documents printed with any name and address provided.  
They contain sample images of fraudulent documents used by individuals.

When comparing your documents to those on the websites:

• Call the phone numbers on the bills - are they valid?

• Does the automated IVR verify the account number and value on the bill?

Also, look out for:

• Matching bill values across multiple documents

• Matching codes that run up the left hand side of the document



Techniques specific to digital documents usually relate to the 
digital properties of the document – for example, file size or 
image quality can be used to help determine authenticity:

What new techniques can I use  
to verify digital documents?

Identifying and Preventing Fraud in Digital Documents7

Document properties: File size

Example:
Scanned documents that have been altered will often have a bigger file  
size than unaltered documents.

Get to know the ‘usual’ file sizes of common document you receive so  
you can quickly spot a file that is much larger than it should be.

Document properties: Print quality

Example:
Printing a document often highlights issues (such as misaligned margins or 
text) which may not have been visible when viewed on the screen and can be 
indications that the document is fraudulent. If in doubt – print it out!

Document properties: Zoom quality

Example:
Fraudulent documents may display contrast imbalances and/or colour 
differences which often become more apparent when viewed using the ‘zoom 
in’ function – view your document as closely as possible.



Fraudulent or altered PDFs
Bank statements, wage slips and many other digital documents are now legitimately  
available or downloadable as PDF documents. For this reason, Close Brothers Motor Finance 
accept PDF documents as proof of identity, but not screenshots. However, software packages 
and websites that allow users to manipulate or alter PDFs are now commonplace and this  
can make fraudulent PDFs very difficult to spot.

How are PDFs manipulated?
Data in PDF documents is usually stored in a RAW format, which means the text can  
be clicked on, selected and then edited. However, PDFs are usually ‘locked’ to prevent  
others from editing the document. But using software, individuals can now unlock and  
edit documents relatively easily.

How can fraudulent or altered PDFs  
be identified?
Manipulating and altering PDFs ‘watermarks’ the document, so when the document’s 
properties are viewed it is possible to identify if it has been edited and what software was  
used to do so.

It is worth noting that there are some legitimate reasons a PDF may be watermarked with 
different software to the original source. The use of PDF mergers, scanners and even the 
MATS application tracking system also ‘watermarks’ a PDF once uploaded.
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Examples of manipulated or altered PDFs
Figure 1 shows a genuine PDF bank statement in RAW format that was unlocked and edited 
by an individual using a software application. The red arrow shows where the line is misaligned 
as a result of the individual’s manipulation of the PDF. The issuing bank confirmed that both 
the salary credits and balance were false.

Figure 1:
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YOUR BANK Statement date: 29 Jul 2019
Last statement date: 30 Jun 2019

Your Bank 
Account

01 – 29 Jul 2019

At a glance

Start balance £51,006.32

Money In £3,802.03

Money Out £772.51

End Balance £54,035.84

Your agreed limits

Overdraft £510.00Your Bank Account Statement
Current account statement

Your transactions

Date Description Money out Money in Balance

1 Jul Start balance 51,006.32

1 Jul Card Payment to xxxxx on 30 Jun 410.00

Card Payment to xxxxx 5601 on 30 Jun 54.23 50,542.09

4 Jul Card Payment to xxxx 5601 on 03 Jul 9.71 50,532.38

8 Jul Card Payment to xxxx 3232 on 7 Jul 42.01 50,490.37

11 Jul Direct Debit to xxxx Ref: xxxxx 91.00 50,399.37

18 Jul Bill Payment to xxxx Ref: xxxx 30.00 50,369.37

20 Jul Direct Debit to xxxx Ref: xxxx 54.49

Account Credit: Deposit at xxxx 100.00 50,414.88

28 Jul Card Payment to xxxx 3232 on 27 Jul 73.12

Card Payment to xxxx on 27 Jul 7.95

Received from xxxx Ref: xxxx 3,702.03 54,035.84

29 Jul End Balance 54,035.84

Anything wrong? If you’ve spotted any incorrect or unusual transactions,  
see the next page for how to get in touch with us

Your Bank PLC. Registered in England. Registered No: 12345678. Registered Office: 123 Letsby Avenue, Newton, AB1 2CD.



The document manipulation in Figure 1 has been achieved using a software application and 
this is evident when viewing the document’s properties within Adobe Acrobat Reader. See 
Figure 2 below:

• When the PDF is open in Adobe click File > Properties

• The Document Properties box will appear.

• Under Application you can see the software that has been used to edit the document.

• Here, it is PDFunlock.com.

Figure 2:
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YOUR BANK Statement date: 29 Jul 2019
Last statement date: 30 Jun 2019

Your Bank 
Account

01 – 29 Jul 2019

At a glance

Start balance £51,006.32

Money In £3,802.03

Money Out £772.51

End Balance £54,035.84

Your agreed limits

Overdraft £510.00Your Bank Account Statement
Current account statement

Your transactions

Date Description Money out Money in Balance

1 Jul Start balance 51,006.32

1 Jul Card Payment to xxxxx on 30 Jun 410.00

Card Payment to xxxxx 5601 on 30 Jun 54.23 50,542.09

4 Jul Card Payment to xxxx 5601 on 03 Jul 9.71 50,532.38

8 Jul Card Payment to xxxx 3232 on 7 Jul 42.01 50,490.37

11 Jul Direct Debit to xxxx Ref: xxxxx 91.00 50,399.37

18 Jul Bill Payment to xxxx Ref: xxxx 30.00 50,369.37

20 Jul Direct Debit to xxxx Ref: xxxx 54.49

Account Credit: Deposit at xxxx 100.00 50,414.88

28 Jul Card Payment to xxxx 3232 on 27 Jul 73.12



YOUR BANK Statement date: 29 Jul 2019
Last statement date: 30 Jun 2019

Your Bank 
Account

01 – 29 Jul 2019

At a glance

Start balance £51,006.32

Money In £3,802.03

Money Out £772.51

End Balance £54,035.84

Your agreed limits

Overdraft £510.00Your Bank Account Statement

By contrast, Figure 3 shows the document properties of a genuine PDF. Under Application, 
there is only the name of the bank:

Figure 3:
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Instead of the line misalignment shown in Figure 1, Figure 4 shows how human error when 
manipulating documents gives away the fact that it has been altered (which is then confirmed 
by viewing the document properties):

Figure 4:

YOUR BANK Statement date: 29 Jul 2019
Last statement date: 30 Jun 2019

Your Bank 
Account

01 – 29 Jul 2019

Your Bank Account Statement
Current account statement

Your transactions

Date Description Money 
out

Money in Balance

03 Jan 19 MBFIN 10315645 CD 1617 DD 576.10 1,423.90

03 Jan 19 BLEMAIN FINACE CD 1617 DD 526.49 897.41

04 Jan 19 BANK OF SCOTLAND CD 1617 DD 550.80 346.61

26 Jan 19 HFX CROYDON GEORG CSH 1800.00 2,146.61

02 Feb 19 MBFIN 10315645 CD 1617 DD 576.10 1,570.51

02 Feb 19 BLEMAIN FINACE CD 1617 DD 526.49 1,044.02



YOUR BANK Statement date: 29 Jul 2019
Last statement date: 30 Jun 2019

Your Bank 
Account

01 – 29 Jul 2019

Your Bank Account Statement
Current account statement

Your transactions

Date Description Money 
out

Money in Balance

03 Jan 19 MBFIN 10315645 CD 1617 DD 576.10 1,423.90

03 Jan 19 BLEMAIN FINACE CD 1617 DD 526.49 897.41

04 Jan 19 BANK OF SCOTLAND CD 1617 DD 550.80 346.61

26 Jan 19 HFX CROYDON GEORG CSH 1800.00 2,146.61

02 Feb 19 MBFIN 10315645 CD 1617 DD 576.10 1,570.51

02 Feb 19 BLEMAIN FINACE CD 1617 DD 526.49 1,044.02

This statement was provided to falsely demonstrate that repayments had been made; 
however, the misspelling of ‘finance’ indicates the document has been tampered with. The 
individual has also tried to suggest it was a card payment by displaying ‘CD’ at the end of the 
description, but the ‘type’ suggests it was a Direct Debit.

Viewing the document properties of the statement shown in Figure 4 confirms that the PDF 
has been manipulated using Adobe Photoshop:

Figure 5:
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Other editing software
Our examples show different applications were used to alter the documents, and there are 
many more types of software that should alert you to the need to investigate. Some examples 
of other software that can be used to edit documents are:

• GIMP
• Poppler-utils
• PDFSaM
• SWFTools
• Foxit PDF Editor
• ImageMagick
• pstoedit Nitro
• PDF
• Nitro PDF
• OpenOffice Draw

• LibreOffice
• QPDF
• PDF Studio
• Able2extract
• Inkscape
• OpenOffice.org
• pdf-parser
• Karbon
• Mobipocket
• Creator

• PDFedit
• PDFBox
• Solid Converter
• PDF
• Serif PagePlus
• Draw
• Pdftk
• Soda PDF

Although this guidance does not cover all the ways you can identify fraud in digital documents, 
we hope that you find the tips and techniques useful.
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This is a business-to-business communication.

Fraudulent documents - January 2020.

Speak to your Account Manager

Visit closemotorfinance.co.uk

Close Brothers Motor Finance 
Roman House, Roman Road, Doncaster, DN4 5EZ


